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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at Guangzhou and Foshan, China, throughout the period 1 March
2021 to 28 February 2022 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA website,
and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

o maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.5.

GDCA had disclosed an incident (Bug 1738191:CRL validity period exceeds allowed value by one second) on
Mozilla’s Bugzilla Platform(the Platform) on 28 October 2021. In the incident, GDCA noticed the issue of CRL
validity period reported by several CAs on the Platform and found that similar issue existed for its CA operations.
The re-issued CRL of the Root CA had been available as a remediation for GDCA operations on 29 October 2021.
The analysis and discussions of the matter on the Platform had been closed on 4 November 2021.

Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL

Baseline with Network Security v2.5.
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Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of GDCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, GDCA'’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 March 2021 to 28 February 2022, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria

for Certification Authorities — SSL Baseline with Network Security v2.5.

This report does not include any representation as to the quality of GDCA'’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.5, nor the
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suitability of any of GDCA'’s services for any customer's intended purpose.
Use of the WebTrust seal

GDCA’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

16 May 2022
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The list of keys and certificates covered in the management’s assertion is as follow:

. , SHA256 - .
Key Name Key Type Slgna'ture Key Size Subjec‘t !(ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzggggiggé S
O = GUANG DONG CERTIFICATE 4096 |4DCEEEIA |00 00976729
Root Key sha256RSA . ALTCCFOE | sporicman| TTUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 0P 713213599 RS ROOT
C=CN 886A195115591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c6c23p |BE2E0146D15
CA S04 |BoDFCS22 D3483EE5981 GDCA
. . . - 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D ggzggsgéggg TrustAUTH
Its 7
Co,, Ltd. giBgéggi CC3FDF37274 R5 ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BEC06F55344
Validation CodeSigning CA 2048 gggifjgﬁ C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA |~ (01956540 D aesoe2! TrustAUTH
Its 7
AUTHORITY CO,LTD. e 176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA Siéiéiiﬁﬁ?ﬁ CDCA
O = Global Digital Cybersecurity Authority | . 2048 |2D739636 |0 r)9caARgT7FE
Signing Key| sha256RSA . 7277DSD1E TrustAUTH
Co., Ltd. bits  |B6E28123 ijigggéggég R5 ROOT
C=CN 69CF68E4 | p cD6OFS1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igfjgggg}lgg —
O = GUANG DONG CERTIFICATE o 2048 [2D739636 100 5p3335474
Signing Key| sha256RSA . 727DSDIE | 40 ng83070g | TTUStAUTH
AUTHORITY CO.,LTD. bits |B6E28123
cocrespa |33995A331BE R5 ROOT
C=CN 1A4C4AFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF6TASB 22222?222?5 -
O = Global Digital Cybersecurity Authority | = 2048 |BETCO8CO | o rrcarss
Signing Key| sha256RSA . AD04BB48 TrustAUTH
Co, Ltd. bits  1614580F5 gijgggégggg R5 ROOT
C=CN 6257R0B3 |599790n63
CN = GDCA TrustAUTH R4 SSL CA COF6TASB 32]32@22?,?23 S
O = GUANG DONG CERTIFICATE . 2048 [BETCO8COI .\ 0psn1m543
Signing Key| sha256RSA . ADO4BBA8 |4\ or o rapg| TTUStAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SBEOARC1128 RS ROOT
C=CN 6257R0B3 |55 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 | /2165150585 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2RA0 | ;o yaposs
Signing Key| sha256RSA . 2692AE3F TrustAUTH
Co,, Ltd. bits |7B4074ps5 |RI0CBA44CES
30083595 |851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AE8E| 2 242C8F83A
- _ ' 3C5090CA50C GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A817\) op1pRag32
Co. Ltd Signing Key| sha256RSA bit 63DBCIDG | 0 orroan7| TTUStAUTH
0., Ltd. s égggf?gg C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 96A5A2CD398
.rL.Js . . lEgAEADE 00CFB6A2A83 GDCA
O = Global Digital Cybersecurity Authority | 2048 |F32FBEAS | ro s peraTF
Co. Ltd Signing Key| sha256RSA bit D3eccice |0y gppipo32| TrustAUTH
o. Ltd. its |3rDB6C64
04DB36915CE R5 ROOT
C=CN 60DCE34L ) 31F13342
CN = GDCA TrustAUTH R4 Extended 55324208325
Validation SSL CA Jods ;?g?g?ig 12FC6CI9F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° [p3sccice TAmoEDDOB TrustAUTH
its
AUTHORITY CO,LTD. B loaB7EFB49D9 | RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA SDB60CZDEB6
'rL'JS e'nenc ) DSFEEESL | pp 13144775 GDCA
O = Global Digital Cybersecurity Authority L 2048 [80C09990 o0, sasrRacC
Co. Ltd Signing Key| sha256RSA bit 596DD624 | o) - oneopo| TTUStAUTH
o. Ltd. its  |55F2FFCO
B21B3D6B2AB R5 ROOT
C=CN EB2717EC |1 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA 86C6707BBEZ
s enenc D3FEEE6L |, hp1215E25 GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 15 net y6as22
Signing Key| sha256RSA . 596DD624 | oy biecyspr| TTUStAUTH
AUTHORITY CO.,LTD. bits |s5F2FFCO
FB27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 3253412FDAD
- rmer , Lo AR 4523108C098 GDCA
O = Global Digital Cybersecurity Authority | 2048 |R041621C| o e rEDD
Co. Ltd Signing Key| sha256RSA bit 2084B7D3 | boboore3|  TTUStAUTH
o. Ltd. its |8881D1CD
OE47C6BBAYF|  R5ROOT
C=CN 8072CTT¥ |g3p1cpBSS
CN = ¥ Z2R4E RS 48 CA 71A1A38FF48
= ﬂJ_G _ & _ . 827R42A2 151 390020D5¢|
O = Global Digital Cybersecurity Authority 4096 |BESCOBBB |00 p3g73pp| MRS
Root Key sha256RSA . ADFLACA® |- ) cobapiog
Co., Ltd. bits |EB71B58B iR CA
1201F320 |080ECF3738C
C=CN 7CAFEBLAE
CN = #Z /1 R4 EV IR 231E+H CA 28BOAF46 g?;iggig;gj
O = Global Digital Cybersecurity Authority o 2048 |7654ERSL i  caoncepo|  BUZAIERS
Signing Key| sha256RSA . D4B2810E | o rRe64E
Co,, Ltd. bits 154091602 | ponrr s 990an R CA
C=CN DEEFF386 51 47ER76F
CN = BZ /I R4 OV RS HRIEH CA 0B630ES58 iSii;?éZéii
O = Global Digital Cybersecurity Authority | 2048 |2FLB86OF| hognngn1s| BEAIRRS
Signing Key| sha256RSA . 85B257B2| 0 prnotoy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 op |AB27DCD7B15
C=CN BDF83C1D6
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CN = BZ A R4 DV FRSS2IESH CA 0C2556FA ggfgggggigg
O = Global Digital Cybersecurity Authority | = 2048 |FD7ROADD Lo pc4965mD|  HZERHRS
Signing Key| sha256RSA . C2RE6239 | o) b s cgopr
Co,, Ltd. bits [p9693113 ABOAEL08RAS iR& CA
C=CN 8EBESLDE | b cceaneal
CN = HZ R R4 IV RS HRIES CA FBr66620 | 0 D03BIFIR
O = Global Digital Cybersecurity Authority | = 2048 |D2AATE2C ) 336 pRER07 | MEEIARS
Signing Key| sha256RSA . 10CBS2EZ |2 509138206
Co,, Ltd. bits  [59p40a15 1R CA
3o11m3py |861622297BF
C=CN 643598961
CN = $Zh{t R4 1B 21 CA 1DDCBC25FC8
Bz —_HJ'C' 15 %ﬁ:ﬁ . 0B1COC17 £9987B5F425 )
O = Global Digital Cybersecurity Authority | . . 2048 |[23ADIF26 |, 50 21550p38| EZAIERS
Signing Key| sha256RSA . C4928AFC |5/ o0 ce3DROS
Co,, Ltd. bits |7r77FD16 A663DB iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
CN = B Zmt R4 Z3BIT FIEH CA 5543FAR3 15(5211)3;22%?
O = Global Digital Cybersecurity Authority | . . 2048 |[89FSTEDS |\ o rpgra743| EZEIHERS
Signing Key| sha256RSA . SADAFEBL |- 0005135,
Co,, Ltd. bits |258451E2 | FD18A & CA
Caenppp |C2695EBGSBB
C=CN 91DOB1BAD
CN = BZ KA R4 EMITFIES CA 49EET24E gggéigigzgg
O = Global Digital Cybersecurity Authority | . . 2048 |PA99640C|\ ., cinngop3|  EZAIHERS
Signing Key| sha256RSA . E14480ED| . oo r3p1o
Co,, Ltd. bits [731p35Fc |2A127DF3B HRCA
8p4243ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA4 g?;iég?;ggi GDCA
O = Global Digital Cybersecurity Authority 384 |20R5DBS6 4,0 0517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co,, Ltd. bits |cssag1go|PCBBBOF1014
opaSEopy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES535 gggiggigi\gg S
O = Global Digital Cybersecurity Authority o 256 |26589289 .. o1 1r4p3B
Signing Key | sha384ECDSA . 93BCI6AC TrustAUTH
Co,, Ltd. bits |2344456p [F6D386A4142
teaacypy |26B66AD5T11 E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 gﬁggé;ggggi GDCA
O = Global Digital Cybersecurity Authority | 256 |02120F0L o, 20p9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co, Ltd. bits  6E5AC45D ﬁﬁ?g%gg?gg; E5 ROOT
C=CN 0299A22C 1, hp03453a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@é?,iiﬁé gig GDCA
O = Global Digital Cybersecurity Authority | 256 |PD32570A 1,50 59caBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits  |cac61585 é?;i?gfﬁgzg E5 ROOT
C=CN AECO3EFB |5 ra6466
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CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECE Egéggggigg GDCA
O = Global Digital Cybersecurity Authority | 256 |BAZFO02E | crrcioporc
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co, Ltd. bits | parAFB25 gjgs%gggggg E5 ROOT
C=CN 70F2D067 \p34pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [F9RBOFRS362
O = Global Digital Cybersecurity Authority c6  |E4A53085 AQF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | = |70831881 |0 50080 2000 TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 11 ) 59p7pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |00 /B5E81298
o , } 7C365597 | 133CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority o 256 SD2FBAEOBCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscse62p3 2;?%8?5;2;; ES ROOT
C=CN BBC34684 | )3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;gg;g%ig;g S
O = Global Digital Cybersecurity Authority | = 256 |7CC81CBE | o nor3rDoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits | 1r8a3023 235222—:‘3%; ES ROOT
C=CN 9A3BBOES |5040ar547
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 5.6 1 November 2021
GDCA CPS 5.5 31 May 2021
GDCA CPS 5.4 5 February 2021
GDCA EV CPS 25 1 November 2021
GDCA EV CPS 24 31 May 2021
GDCA EV CPS 23 1 October 2020
GDCA CP 2.7 1 November 2021
GDCA CP 26 31 May 2021
GDCA CP 25 5 February 2021
GDCAEV CP 24 1 November 2021
GDCAEV CP 23 31 May 2021
GDCAEV CP 22 1 October 2020
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s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.Ltd. (“GDCA”) operates the Certification Authority (“CA”) services
known as CAs in Appendix A.

GDCA management has assessed its disclosures of its certificate practices and controls over its CA services. Based
on that assessment, in GDCA management’s opinion, in providing its CA services at Guangzhou and Foshan, China,
throughout the period 1 March 2021 to 28 February 2022, GDCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

e maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout
their lifecycles; and

° SSL certificate subscriber information is properly authenticated

* maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and

performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security - Version 2.5.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1738191:CRL validity period exceeds allowed value by one second)
on Mozilla’s Bugzilla Platform(the Platform) on 28 October 2021. In the incident, GDCA noticed the issue of CRL
validity period reported by several CAs on the Platform and found that similar issue existed for its CA operations.
The re-issued CRL of the Root CA had been available as a remediation for GDCA operations on 29 October 2021.
The analysis and discussions of the matter on the Platform had been closed on 4 November 2021.
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s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA
Ms. Liao Zhirgir', [ %4 2y
Deputy General éﬁcqggr f Global Digital Cybersecurity Authority Co.,Ltd.

Ke liao Road, Nanhai ; F’JE Technolggy#ark, Shishan Town, Nanhal District, Foshan City, Guangdong Province,

16 May 2022
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. , SHA256 - .
Key Name Key Type Slgna.t ure Key Size SUblec.t K ey Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzggggiggg S
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOA |41 400767n0
Root Key sha256RSA ALTCCEOE | snoricman| TrUstAUTH
AUTHORITY CO.LTD. bits [3F65c529 ggﬁ‘;ilggg 5| s ROOT
C=CN 886A19511,591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c6c23p |BE2E0146D15
CA 2048 AODFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit D155654D Egggg;gé;g; TrustAUTH
Its 64762589
Co., Ltd. CC3FDF37274 R5 ROOT
C=CN ARB6DO74 EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECOEFS5344
Validation CodeSigning CA 2048 ggg?égg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | (01556540 POOSIeTEe | TrustAUTH
Its 7
AUTHORITY CO,LTD. e [176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA Eiéiéiiiﬁii S
O = Global Digital Cybersecurity Authority L 2048 [2D739636 | 0rg0cARg7FE
Signing Key| sha256RSA 727D5D1E TrustAUTH
Co, Ltd. bits 136828123 ijigégéigég R5 ROOT
C=CN 69CF68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igﬁggggi;; CDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 150553335474
Signing Key| sha256RSA . 727DSDLE |\ 4 h0832705 |  TTUStAUTH
AUTHORITY CO. LTD. bits |BeE28123
COCTEEEA 33995A331BE R5 ROOT
C=CN 1A4C4AFEQOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASB 2222222;2@2 S
O = Global Digital Cybersecurity Authority | 2048 |[BETCO8CE \orooprcgrss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  1614580F5 2;61;;8?2%22 R5 ROOT
C=CN 62578083 1549790n63
CN = GDCA TrustAUTH R4 SSL CA COF6TASB 32}22@222?22 -
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO| () nenirsas
Signing Key| sha256RSA ADO4BBA8 |, oo or3pe| TTUStAUTH
AUTHORITY CO.LTD. bits |614580F5 SéEgigcigg 25 ROOT
C=CN 6257A0B3 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 | [2105150CF5 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2AR0 |1 ) pgsspgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |7p1074ps |226CBA44CF5
300B3595 |891FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé\ S
O = Global Digital Cybersecurity Authority | = 2048 [0735A8171) 51 praR32
Signing Key| sha256RSA . 63DBCID6 TrustAUTH
Co., Ltd. bits |1m3m639p|EPA18FFOART
DDC617D0 C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1E6AEADE ggéigéggigg —
O = Global Digital Cybersecurity Authority | . 2048 |F32FBEAS | ro s peraTF
Signing Key| sha256RSA ) D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
GODCE341 04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
_ _ 1E6ARADE 55324A98325
Validation SSL CA »0a8 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha256RSA | - ° [p3eccice |SELECETTEY  TrustAUTH
Its
AUTHORITY CO,LTD. e |oam7FEEa9DY| RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggﬁgggjz%g CDCA
O = Global Digital Cybersecurity Authority L 2048 [80C09990 o0, sasrRacC
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co., Ltd. bits |55F2FFCO ggigiggggig R5 ROOT
C=CN EB2717EC A78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 5 gggzgzgggﬁ S
O = GUANG DONG CERTIFICATE o 2048 [80C09990 1, rg) fensa0
1gnin e Sha . rus
AUTHORITY CO.LTD signing Key| - sha236RSA | s |2aroreeg |281EL8CASDE | TTUStAUTH
. . its
;ggiisgg 2CB8C6FB7AQ R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF ﬁggiéggggg coch
O = Global Digital Cybersecurity Authority | . 2048 |R041621C |0, e e oEFEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
Co, Ltd, bits |gg81p1CD ggﬁsgzggigﬁ R5 ROOT
C=CN 8072¢CT7E E3E1CDB88
CN = B Z L RS 1R CA 827A42A2 ;12%;255‘;@
O = Global Digital Cybersecurity Authority 4096 |BESCOBBB |00 p3g73pp| MRS
Root Key sha256RSA . ADFLACA® |- ) cobapiog
Co., Ltd. bits |EB71B58B iR CA
1201F329 080ECF3738C
C=CN 7C4FEBLAE
CN = #(Zr R4 EV BRSBEZIEF CA 28BOAFAG gg;iggi;gj
O = Global Digital Cybersecurity Authority | . . 2048 |7654EASL \orocooncgpo|  EIZRRTHERS
Signing Key| sha256RSA . D4B2810E | o rRe64E
Co., Ltd. bits 15409162 | oo o7pan R CA
C=CN DEEFF386 |51 49pa76F
CN = %L R4 OV AR 2ZIEH CA 0B630E5S 33222322122?
O = Global Digital Cybersecurity Authorit o 2048 |2F1B86OF | oannag15| HMEMHRS
gital Cy y y
Signing Key| sha256RSA . 85B257B2| 0 prnotoy
Co., Ltd. bits |4a3131c4 iR CA
29702198 AB27DCD7B15
C=CN BDF83C1D6
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CN = 2N R4 DV BRF=RIEH CA 0C2556EA iifgggggi\g?
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD|oronc g65pp| HZAIRRS
Signing Key| sha256RSA C2AE6239
Co, Ltd. bits 09693113 [°7IPC2E82EE 1R CA
C=CN 8EBEILDS |n666anea1
CN = HZ R R4 IV RS HRIES CA FBr66620 | 0 D03BIFIR
O = Global Digital Cybersecurity Authority | 2048 |P2RARTB2CI, 430 pRRR07|  HZERHRS
Signing Key| sha256RSA 10CB52E2
Co,, Ltd. bits |59p4onts |2R229138206 18 CA
3o11m3py |861622297BF
C=CN 643598961
CN = HZrft R4 RIBLBIEH CA 0B1COCLT égggsggizgg
O = Global Digital Cybersecurity Authority | 2048 |23AD9F261, .1 11550p3g| HZEIRRS
Signing Key| sha256RSA . C4928AFC |0 e3DR08
Co,, Ltd. bits |7r77FD16 A663DB iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
CN = BZ KA R4 ZBITFIES CA 5543FAR3 15(5211)3;22%?
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS o) nrpgra743| HZEIRRS
Signing Key| sha256RSA . SADAFEBL | o0 er 51350
Co, Ltd. bits [258451m2 | FDLEA 1R CA
C86AREF |C2695EBGEEB
C=CN 91D0B1BAD
CN = B2 R4 EMITIES CA 49EET24E gggéﬁgigzgg
O = Global Digital Cybersecurity Authority | 2048 |PR99640C ) chppoops| HZEIRRS
Signing Key| sha256RSA . E14480ED| 0o bon10
Co, Ltd. bits  [731p35FC |PA127DESE 1RCA
8p4243ca [B54317A0763
C=CN OFCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CB0DA g?;iés%ggi DA
O = Global Digital Cybersecurity Authority 384 |20R5DBS6 4,0 0517a81D
Root Key | sha384ECDSA ) 97F29730 TrustAUTH
Co,, Ltd. bits |cssag1go|PCBBBOF1014
opaSEopy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggigggé{fgg S
O = Global Digital Cybersecurity Authority o 256 [26589289 14, op11F4D3s
Signing Key | sha384ECDSA . 93BCI6AC TrustAUTH
Co,, Ltd. bits |2344456p [F6D386A4142
teaacypy |26B66AD5T11 E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 %gsg;ggggi S
O = Global Digital Cybersecurity Authority | 256 |62120F0L1 0,0 38R9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
co bits |6898C45D (-0 709500 s RoOT
C=CN 0299A22C | A ppo3453a
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CN = GDCA TrustAUTH E4 DV SSL CA a28n21r3 |1R404FBASSE coen
O = Global Digital Cybersecurity Authority | 256 |PD32570RA | 00 55caRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co. Ltd. bits |cacelops [A2716D94ADS5
' AECE3mpR |SDFAFCETB65 E5 ROOT
C=CN T6AFA6466
CN = GDCA TrustAUTH E4 IV SSL CA sp1rECe [2RABOFBIFDS coen
O = Global Digital Cybersecurity Authority | 256 |BA2FO02E |, boret oporc
Signing Key | sha384ECDSA . 21DDCEED |y oon) neagg| TTUStAUTH
co, Ltd. bits | parAFE2S C4E779F2ED3 E5 ROOT
C=CN T0F2D067 \p34pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecng [ESABOEAS362
O = Global Digital Cybersecurity Authority AOF0137C845 GDCA
o 256 |E4RS30RS 115 682008
Co., Ltd. Signing Key | sha384ECDSA . 7DE31681 TrustAUTH
C=CN bits  |2eBrCB1C ggg;ééjg;f E5 ROOT
16C0D760 11 59p7pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 Sg;?ggi;g;i GDCA
O = Global Digital Cybersecurity Authority | 256 |7C36559210 ) cpaEoRCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits |cacaeaps |24A05EC3957
SBC3aesa |FEODOF2EABD | ESROOT
C=CN A3289F1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;ggig;ﬂgj?;g —
O = Global Digital Cybersecurity Authority | 256 |7CCBIC8E | o bhE3ED2D
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co,, Ltd. bits |1Fsa3023 |6PF99181157
' 5A3880Fs |27 396CEB3ED E5 ROOT
C=CN 5040AF547
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 5.6 1 November 2021
GDCA CPS 55 31 May 2021
GDCA CPS 5.4 5 February 2021
GDCA EV CPS 25 1 November 2021
GDCA EV CPS 24 31 May 2021
GDCA EV CPS 23 1 October 2020
GDCA CP 27 1 November 2021
GDCA CP 26 31 May 2021
GDCA CP 2.5 5 February 2021
GDCAEV CP 24 1 November 2021
GDCAEV CP 23 31 May 2021
GDCA EV CP 22 1 October 2020
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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MIEIERS

(CGER  APXRERESE - EXFESHERE - )
B HZRRRERDBIRAEEENE

BAESEE - WG —PrI B2 R RDBRAS (Global Digital Cybersecurity Authority Co., Ltd. -
PUREFR "GDCA" ) T2021 %3 B 1HZE 2022 F2 828 HEETHE MNAHLEEMNEFINERSH
BEMRINERIT 7 EBFRIENSIENS - RIEEEMFIAE - GDCAE :

o EMHETIZEADNEAE ZBFIAEWSHN (cps ) AMMEAFRIEHRES (CP) PIKEE 1 SsLiE
FEamAERSHN - EFEEEETE CA/Browser ICIZMITERIES IR M ssL IEBARS - HKIEE
BV SN IR AR R ARSS

o BYBAMIEHIMNE - DURHLINSEMRIL
B FRIFPAEERZE A SSLIEBEEMB IR PROTEMY | LK
T GDCA PRITRUEMMRIEIS 2t £ E SSLIEBBIFENER

o BYBAMIEHIMNG - DURHLINSEMRIL
Xt CA 2L MEIRRZEMYIER O RTENA DA ;
FRIEBHMEBERRFVESMY ; MUK
CA R R - FMRIFFRESRRANNT - D4R CA 25 7%E

. B AVIEFING - DUIRESBFRIEBEATS CA/Browser 1835 ( CA/Browser Forum ) & fa Ay W
BRI % 5Z Z L (Network and Certificate System Security Requirements )

DA & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.5 -

GDCA T 2021 % 10 B 28 HE&T Mozilla Bugzilla AR ¥ &8 KEH Bug 1738191:CRL validity period
exceeds allowed value by one second - T IS #H5 - GDCA EEFIE X CA T Mozilla Bugzilla AR¥F&
BIRR CAIERREFRNOH - hEFETEBN CABET - ABEK—4IR - GDCA T 2021 £ 10 A 29

F1IE HB8E


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://bugzilla.mozilla.org/show_bug.cgi?id=1738191
https://bugzilla.mozilla.org/show_bug.cgi?id=1738191
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HEHRZAR CANIEBREER - RTUSHNDH - GDCA WETARFRER - IINENERITIET
2021 11 H4 H%

GDCA g3
GDCA MEEENTHFREERERINE - BEEKRENEWNMELANEPELN GDCA FriRMRSEBTS

WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.5
HAE -

it AR I M E

BIMNREFERUMHBTEMRERZARHNSITARRMWRW S ITER &N ( Code of Ethics for
Professional Accountants ) MIERBEREXK - ZENZEZUEIEER ~ BN » TWEENEE - mREMERWAT
AERRNZ £ - BN ASBREFRTERKIREEZS 1 ( International Standard on Quality Control
1) AEHEFEZENREEGTR  BEFSEREX - TWAREMSREREZMNE KRB IH(ERBERT
B -

HiHMASEE

HMNWIRAZENTEILETFREM EX GDCANEBRINEXRREL - RINNREEMRFIHSEILENESS
RMHEREIEW S ENSE 3000 5 "FEMSESE B FEHLIPFE NS BORERIT 7 SUETAE - If
ENERBANH AN THNNEHEFELEIFAAEX T EMNEERNENTERIE - 85 :

(1) 7T# GDCASSLIEB4EamEHAEIE - 84 SSLIEPARW - EMMME - 7 7 # GDCA WNBMIEB RS
ZE2EERE CA/Browser ICIZMAERNEXK ;

(2) ZEEMKWSRIEESEBF TR ERN SSLIER4mERER ;

(3) ML IZEFENMITRARY ; DK

@) PITEMBEIDARNNEBENSIERER -

HARE - HIREWIEREZR D  ESW - ARRSIMSICRM 7 &AM -
EHA N
GDCA MASEHINBNMNEEY - REX AP RBR MK 77006 XS IF &R0 f20m - BUR T 28]

WHEEERUREMEETE MR MRS NESE - F0FHRBENH KB RASRERIN B
FATEAIE A TAE -

$E2E H8H


https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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E A PR

BT REMEGIE R ASHWIRE] - GDCA HE LM EKWEEN T BESR IR - A1 : T TTRERZBRIALS - &
MEHIEE IR « 8 - WRAHERBRIARENL0 - ERNIMNIGEIEMERIEXK - L5 - NELRIZETIEE
SEMANGHREEFRNBNSENE -

&ie

HMBAR - GDCA T 2021 F3 A1 HZE 2022 F 2 B 28 HHEMWE FIANERSZHWEEMEAEEMBEK
FEFMFAE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network

Security v2.5 °

KIFEFABEEME WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.5 SN EARERSRR - ST EEIZEF X GDCA IRSBHIE E MR -

X Webtrust #RiR A4 A

£ GDCA M4 ER) WebTrust SSL BR B FINMEAMRZARERNEHN—FPF SRR - BEFAZN 7 HARAIA
NEXAREWE R EH—DHIRIE -
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https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
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B} {4 —
RNERENEENBRASIEBIIZET:
. , SHA256 - .
Key Name Key Type S|gna.t ure Key Size Sub]ec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzggggiggé CDCA
O = GUANG DONG CERTIFICATE 4096 |ADCEEEIA |40 009767R9
Root Key sha256RSA . ALTCCFOE | spnricman| THUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 05713213599 RS ROOT
C=CN 886A195115591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c6c23p |BE2E0146D15
CA s0ag |2oDECS22 D3483EE5981 GDCA
. . . - 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D ggzggsgéggg TrustAUTH
Its 7
Co., Ltd. e |ccarpr37274] RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BEC06F55344
Validation CodeSigning CA 2048 gggifjgﬁ C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | ° [019565¢D D aesoe2] TrustAUTH
Its
AUTHORITY CO,LTD. e |176a787E628|  Rs ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA Siéiéiiﬁﬁ?ﬁ —
O = Global Digital Cybersecurity Authority | 2048 |2D739636 |0 r)9cARgT7FE
Signing Key| sha256RSA 7277DSD1E TrustAUTH
Co., Ltd. bits  |B6E28123 ijigggéggég R5 ROOT
C=CN 69CF68E4 | ) cD6OFS1
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA iizif%giiiéé S
O = GUANG DONG CERTIFICATE o 2048 [2D739636 10 op3335474
Signing Key| sha256RSA . 727DSDIE | 00983272 TrustAUTH
AUTHORITY CO,.LTD. bits |sem2g8123|?%4D B
cocrespa |33995A331BE R5 ROOT
C=CN 1A4C4AFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF6TASB 22222?222?5 -
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CO | o rrcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  1614580F5 gijgggégggg R5 ROOT
C=CN 6257R0B3 1599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67ASB 32]32@22?,?23 S
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO| o ron1r54a3
Signing Key| sha256RSA . ADO4BBA8 |5\ ormorapg| TTUStAUTH
AUTHORITY CO,LTD. bits [614580F5 SBEEZECTI; RS ROOT
C=CN 6257R0B3 |55 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 | /2165150585 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2RA0 | () o yapocs
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |»26CBA44CES
30083595 |851FA000823 R5 ROOT
C=CN 41B2535F5

$4H HX8H
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AE8E| 2 242C8F83A
- _ ' 3C5090CA50C GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A817\) op1pRag32
Co. Ltd Signing Key| sha256RSA bit 63DBCIDG | 0 orroan7| TTUStAUTH
0., Ltd. s égggf?gg C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 96A5A2CD398
.rL.Js . . lEgAEADE 00CFB6A2A83 GDCA
O = Global Digital Cybersecurity Authority | 2048 |F32FBEAS | ro s peraTF
Co. Ltd Signing Key| sha256RSA bit D3eccice |0y gppipo32| TrustAUTH
o. Ltd. its |3rDB6C64
04DB36915CE R5 ROOT
C=CN 60DCE34L ) 31F13342
CN = GDCA TrustAUTH R4 Extended 55324208325
Validation SSL CA Jods ;?g?g?ig 12FC6CI9F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° [p3sccice TAmoEDDOB TrustAUTH
its
AUTHORITY CO,LTD. B loaB7EFB49D9 | RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA SDB60CZDEB6
'rL'JS eher|c } DSFEEESL | pp 13144775 GDCA
O = Global Digital Cybersecurity Authority L 2048 [80C09990 o0, sasrRacC
Co. Ltd Signing Key| sha256RSA bit 596DD624 | o) - oneopo| TTUStAUTH
o. Ltd. its  |55F2FFCO
B21B3D6B2AB R5 ROOT
C=CN EB2717EC |1 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA 86C6707BBEZ
s enenc D3FEEE6L |, hp1215E25 GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 15 net y6as22
Signing Key| sha256RSA . 596DD624 | oy biecyspr| TTUStAUTH
AUTHORITY CO.,LTD. bits |s5F2FFCO
FB27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 3253412FDAD
- rmer , Lo AR 4523108C098 GDCA
O = Global Digital Cybersecurity Authority | 2048 |R041621C| o e rEDD
Co. Ltd Signing Key| sha256RSA bit 2084B7D3 | boboore3|  TTUStAUTH
o. Ltd. its |8881D1CD
OE47C6BBAYF|  R5ROOT
C=CN 8072CTT¥ |g3p1cpBSS
CN = ¥ Z2R4E RS 48 CA 71A1A38FF48
= ﬂJ_G _ & _ . 827R42A2 151 390020D5¢|
O = Global Digital Cybersecurity Authority 4096 |BESCOBBB |00 p3g73pp| MRS
Root Key sha256RSA . ADFLACA® |- ) cobapiog
Co., Ltd. bits |EB71B58B iR CA
1201F320 |080ECF3738C
C=CN 7CAFEBLAE
CN = #Z /1 R4 EV IR 231E+H CA 28BOAF46 g?;iggig;gj
O = Global Digital Cybersecurity Authority o 2048 |7654ERSL i  caoncepo|  BUZAIERS
Signing Key| sha256RSA . D4B2810E | o rRe64E
Co,, Ltd. bits 154091602 | ponrr s 990an R CA
C=CN DEEFF386 51 47ER76F
CN = BZ /I R4 OV RS HRIEH CA 0B630ES58 iSii;?éZéii
O = Global Digital Cybersecurity Authority | 2048 |2FLB86OF| hognngn1s| BEAIRRS
Signing Key| sha256RSA . 85B257B2| 0 prnotoy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 op |AB27DCD7B15
C=CN BDF83C1D6

$B5H #8H
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CN = BZ A R4 DV FRSS2IESH CA 0C2556FA ggfgggggigg
O = Global Digital Cybersecurity Authority | = 2048 |FD7ROADD Lo pc4965mD|  HZERHRS
Signing Key| sha256RSA . C2RE6239 | o) b s cgopr
Co,, Ltd. bits [p9693113 ABOAEL08RAS iR& CA
C=CN 8EBESLDE | b cceaneal
CN = HZ R R4 IV RS HRIES CA FBr66620 | 0 D03BIFIR
O = Global Digital Cybersecurity Authority | = 2048 |D2AATE2C ) 336 pRER07 | MEEIARS
Signing Key| sha256RSA . 10CBS2EZ |2 509138206
Co,, Ltd. bits  [59p40a15 1R CA
3o11m3py |861622297BF
C=CN 643598961
CN = $Zh{t R4 1B 21 CA 1DDCBC25FC8
Bz —_HJ'C' 15 %ﬁ:ﬁ . 0B1COC17 £9987B5F425 )
O = Global Digital Cybersecurity Authority | . . 2048 |[23ADIF26 |, 50 21550p38| EZAIERS
Signing Key| sha256RSA . C4928AFC |5/ o0 ce3DROS
Co,, Ltd. bits |7r77FD16 A663DB iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
CN = B Zmt R4 Z3BIT FIEH CA 5543FAR3 15(5211)3;22%?
O = Global Digital Cybersecurity Authority | . . 2048 |[89FSTEDS |\ o rpgra743| EZEIHERS
Signing Key| sha256RSA . SADAFEBL |- 0005135,
Co,, Ltd. bits |258451E2 | FD18A & CA
Caenppp |C2695EBGSBB
C=CN 91DOB1BAD
CN = BZ KA R4 EMITFIES CA 49EET24E gggéigigzgg
O = Global Digital Cybersecurity Authority | . . 2048 |PA99640C|\ ., cinngop3|  EZAIHERS
Signing Key| sha256RSA . E14480ED| . oo r3p1o
Co,, Ltd. bits [731p35Fc |2A127DF3B HRCA
8p4243ca [B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA4 g?;iég?;ggi GDCA
O = Global Digital Cybersecurity Authority 384 |20R5DBS6 4,0 0517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co,, Ltd. bits |cssag1go|PCBBBOF1014
opaSEopy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES535 gggiggigi\gg S
O = Global Digital Cybersecurity Authority o 256 |26589289 .. o1 1r4p3B
Signing Key | sha384ECDSA . 93BCI6AC TrustAUTH
Co,, Ltd. bits |2344456p [F6D386A4142
teaacypy |26B66AD5T11 E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 gﬁggé;ggggi GDCA
O = Global Digital Cybersecurity Authority | 256 |02120F0L o, 20p9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co, Ltd. bits  6E5AC45D ﬁﬁ?g%gg?gg; E5 ROOT
C=CN 0299A22C 1, hp03453a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@é?,iiﬁé gig GDCA
O = Global Digital Cybersecurity Authority | 256 |PD32570A 1,50 59caBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits  |cac61585 é?;i?gfﬁgzg E5 ROOT
C=CN AECO3EFB |5 ra6466
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CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECE Egéggggigg GDCA
O = Global Digital Cybersecurity Authority | 256 |BAZFO02E | crrcioporc
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co, Ltd. bits | parAFB25 gjgs%gggggg E5 ROOT
C=CN 70F2D067 \p34pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [F9RBOFRS362
O = Global Digital Cybersecurity Authority c6  |E4A53085 AQF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | = |70831881 |0 50080 2000 TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 11 ) 59p7pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |00 /B5E81298
o , } 7C365597 | 133CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority o 256 SD2FBAEOBCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscse62p3 2;?%8?5;2;; ES ROOT
C=CN BBC34684 | )3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;gg;g%ig;g S
O = Global Digital Cybersecurity Authority | = 256 |7CC81CBE | o nor3rDoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits | 1r8a3023 235222—:‘3%; ES ROOT
C=CN 9A3BBOES |5040ar547
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GDCA CPS 5.4 5 February 2021
GDCA EV CPS 25 1 November 2021
GDCA EV CPS 24 31 May 2021
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GDCA CP 2.7 1 November 2021
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GDCA CP 25 5 February 2021
GDCAEV CP 24 1 November 2021
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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HZRRRER D AR AT ( Global Digital Cybersecurity Authority Co., Ltd. - LA N E#R“GDCA” ) Z & BB FIAIERR
44 ( Certification Authority + DUTNEI#R“CA” - ME—3RI T CAFTBREMRIEB R P LIES ) - FHIRHEBFIA
IEARSS -

GDCA EEEE X TR HEAICARRS RO S AN B8 Sz #1714 - ETUEITM - GDCA BIBEIAN « #£20215F
3 H1 H£2022 %2 H28 HFL.GDCA FEHE T WA B LL Frie tcABR S 8RB - GDCALE :

o MY Zcp/cPSIEEESSLIE B4 B EAEIRE I - BIHEFEETE CA/Browser 1815 ( CA/Browser
Forum ) FAERIESIRHSSLIEBRS - FHKIEREN SRR HERKRS

o BEAUERING - DURHLIT SEMRILE
BIFRFAEERBEMITF sSLIEBEEMmBHRPRITEY ;| DK
T GDCA FritiTRUEHEEIE S £ 5E SSLIERHFBFENER

o BEAEEHING - DURHLIT SERIL
o Xt CA RGMBURRZEAMYIER RN R T RN DA

o REFEHMLEHERRENESY ;| UK
o CARGINTA - HFMBRERIEHMBRNANT - LIS CA RIITE

o  BEBNWEAING - MIRHSIEBRIEBIRFTS CA/Browser IEIL ( CA/Browser Forum ) &7 BY [ 45

PaN

RIUE$H % 5% £ A E ( Network and Certificate System Security Requirements )

LA 75 & WebTrust Principles and Criteria for Certification Authorities -~ SSL Baseline with Network Security -

Version 2.5 °
GDCAKRFEEEHTEH - MARHIEBERERS - Bl - BNWIAEIRSEREBE2BRINVENBRIZET -

GDCAT2021F10H28 H & T Mozilla BugzillaA R F & 18w E 4+ Bug 1738191:CRL validity period exceeds allowed
value by one second * FUEEHD - GDCA JFREIEZHCAT Mozilla Bugzilla A R FEBIRIRCAIE B R B 2D
A MEFETESHCAZED - HEEK—IR - GDCAT2021F10F29H EM S RIRCARIERREER - R
TUHEHMDH - DAV ETAKRTFAEA - IWENERINIET2021F11H48ER -
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https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/overview-of-webtrust-services/principles-and-criteria
https://bugzilla.mozilla.org/show_bug.cgi?id=1738191
https://bugzilla.mozilla.org/show_bug.cgi?id=1738191
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B} {4 —
RNERENEENBRASIEBIIZET:
) , SHA256 o .
Key Name Key Type S|gna.t ure Key Size Sub]ec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9400F Ezggggiggg .
O = GUANG DONG CERTIFICATE 4096 |ADCEEEIA |40 009767R9
Root Key sha256RSA . ALTCCFOE | spnricman| THUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 05713213599 RS ROOT
C=CN 886A195115591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning c6c23p |BE2E0146D15
CA J0ag |noDFC522 D3483FE5981 GDCA
- . . Lo 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D ggzggsgéggg TrustAUTH
Its
Co.,, Ltd. gggégfi CC3FDF37274| R5ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BEC06F55344
Validation CodeSigning CA 2048 gggifjgﬁ C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | ° [019565¢D D aesoe2] TrustAUTH
Its
AUTHORITY CO,LTD. e |176a787E628|  Rs ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA Siéiéiiﬁﬁ?ﬁ —
O = Global Digital Cybersecurity Authority | 2048 [2D739636 | 0r90aR97FE
Signing Key| sha256RSA 7277DSD1E TrustAUTH
Co., Ltd. bits |BeE28123 ijigggéggég RS ROOT
C=CN 69Cr68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA iizif%giiiéé S
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA . 727DSDIE | 00983272 TrustAUTH
AUTHORITY CO,.LTD. bits |sem2g8123|?%4D B
cocrepma |33995A331BE R5 ROOT
C=CN 1A4C4AFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF6TASB 22222?222?5 -
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CO | o rrcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co., Ltd. bits 1614580r5 gijgggégggg R5 ROOT
C=CN 62572083 1559790063
CN = GDCA TrustAUTH R4 SSL CA COF67ASB 32]32@22?,?23 S
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO| o ron1r54a3
Signing Key| sha256RSA ADO4BBA8 |5\ ormorapg| TTUStAUTH
AUTHORITY CO, LTD. bits |614580F5 SéEngcflgs 25 ROOT
C=CN 6257R0B3 |55 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 | /2165150585 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |[COOC2RRA0 . 1y nr ) sEgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |»26CBA44CES
300B350s |851FA000823| RS ROOT
C=CN 41B2535F5

BIEHTE
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé\ S
O = Global Digital Cybersecurity Authority | = 2048 [0735A8171) 51 praR32
Signing Key| sha256RSA . 63DBCID6 TrustAUTH
Co., Ltd. bits |1m3m639p|EPA18FFOART
DDC617D0 C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1E6AEADE ggéigéggigg —
O = Global Digital Cybersecurity Authority | . 2048 |F32FBEAS | ro s peraTF
Signing Key| sha256RSA ) D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
GODCE341 04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
_ _ 1E6ARADE 55324A98325
Validation SSL CA »0a8 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha256RSA | - ° [p3eccice |SELECETTEY  TrustAUTH
Its
AUTHORITY CO,LTD. e |oam7FEEa9DY| RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggﬁgggjz%g CDCA
O = Global Digital Cybersecurity Authority L 2048 [80C09990 o0, sasrRacC
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co., Ltd. bits |55F2FFCO ggigiggggig R5 ROOT
C=CN EB2717EC A78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 5 gggzgzgggﬁ S
O = GUANG DONG CERTIFICATE o 2048 [80C09990 1, rg) fensa0
1gnin e Sha . rus
AUTHORITY CO.LTD signing Key| - sha236RSA | s |2aroreeg |281EL8CASDE | TTUStAUTH
. . its
;ggiisgg 2CB8C6FB7AQ R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF ﬁggiéggggg coch
O = Global Digital Cybersecurity Authority | . 2048 |R041621C |0, e e oEFEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
Co, Ltd, bits |gg81p1CD ggﬁsgzggigﬁ R5 ROOT
C=CN 8072¢CT7E E3E1CDB88
CN = B Z L RS 1R CA 827A42A2 ;12%;255‘;@
O = Global Digital Cybersecurity Authority 4096 |BESCOBBB |00 p3g73pp| MRS
Root Key sha256RSA . ADFLACA® |- ) cobapiog
Co., Ltd. bits |EB71B58B iR CA
1201F329 080ECF3738C
C=CN 7C4FEBLAE
CN = #(Zr R4 EV BRSBEZIEF CA 28BOAFAG gg;iggi;gj
O = Global Digital Cybersecurity Authority | . . 2048 |7654EASL \orocooncgpo|  EIZRRTHERS
Signing Key| sha256RSA . D4B2810E | o rRe64E
Co., Ltd. bits 15409162 | oo o7pan R CA
C=CN DEEFF386 |51 49pa76F
CN = %L R4 OV AR 2ZIEH CA 0B630E5S 33222322122?
O = Global Digital Cybersecurity Authorit o 2048 |2F1B86OF | oannag15| HMEMHRS
gital Cy y y
Signing Key| sha256RSA . 85B257B2| 0 prnotoy
Co., Ltd. bits |4a3131c4 iR CA
29702198 AB27DCD7B15
C=CN BDF83C1D6
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CN = 2N R4 DV BRF=RIEH CA 0C2556EA iéigggggﬁgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD\ L oo s 965mp| EZRIMERS
Signing Key| sha256RSA C2AE6239
Co,, Ltd. bits [09693113|°/4PC2C82EF 18 CA
SEBESLDS AB2A5108AA3
C=CN D6664A641
CN = HZ R R4 IV RS HRIES CA FBr66620 | 0 D03BIFIR
O = Global Digital Cybersecurity Authority | 2048 |P2RARTB2CI, 430 pRRR07|  HZERHRS
Signing Key| sha256RSA 10CB52E2
Co,, Ltd. bits |59p4onts |2R229138206 18 CA
3o11m3py |861622297BF
C=CN 643598961
CN = HZrft R4 RIBLBIEH CA 0B1COCLT égggsggizgg
O = Global Digital Cybersecurity Authority | 2048 |23AD9F261, .1 11550p3g| HZEIRRS
Signing Key| sha256RSA . C4928AFC| 0 - e30R08
Co,, Ltd. bits |7r77FD16 A663DB iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
CN = BZ KA R4 ZBITFIES CA 5543FAR3 15(5211)3;22%?
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS o) nrpgra743| HZEIRRS
Signing Key| sha256RSA . SADAFEBL | o0 er 51350
Co, Ltd. bits [258451m2 | FDLEA 1R CA
C8eABEFT |C2695EB6SBB
C=CN 91D0B1BAD
CN = B2 R4 EMITIES CA 49EET24E gggéigigzgg
O = Global Digital Cybersecurity Authority | 2048 |PR99640C ) chppoops| HZEIRRS
Signing Key| sha256RSA . E14480ED| 0o bon10
Co, Ltd. bits  [731p35FC |PA127DESE 1RCA
8p4243ca [B54317A0763
C=CN OFCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA g?;iés%ggi DA
O = Global Digital Cybersecurity Authority 384 |20R5DBS6 4,0 0517a81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co, Ltd. bits |cgsag1go [FCEBBSF1014
opaSEopy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 gggiggiéi\g; S
O = Global Digital Cybersecurity Authority o 256 [26589289 14, op11F4D3s
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co,, Ltd. bits |2344456p [F6D386A4142
teaacypy |26B66AD5T11 E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 %gsg;ggggi S
O = Global Digital Cybersecurity Authority | 256 |62120F0L1 0,0 38R9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
ote[cconcasp onnroces|
C=CN 0299A22C | A ppo3453a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 égégggiggig GDCA
O = Global Digital Cybersecurity Authority | 256 |PD32570A 1,50 59caBA3D
Signing Key | sha384ECDSA ] 928FC182 TrustAUTH
co, Ld. bits |cac61585 é?;i?gfﬁgzg E5 ROOT
C=CN AECO3EFB |5 ra6466
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CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECE Egéggggigg GDCA
O = Global Digital Cybersecurity Authority | 256 |BAZFO02E | crrcioporc
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co, Ltd. bits | parAFB25 gjgs%gggggg E5 ROOT
C=CN 70F2D067 \p34pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [F9RBOFRS362
O = Global Digital Cybersecurity Authority c6  |E4A53085 AQF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | = |70831881 |0 50080 2000 TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 11 ) 59p7pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |00 /B5E81298
o , } 7C365597 | 133CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority o 256 SD2FBAEOBCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |cscse62p3 2;?%8?5;2;; ES ROOT
C=CN BBC34684 | )3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;gg;g%ig;g S
O = Global Digital Cybersecurity Authority | = 256 |7CC81CBE | o nor3rDoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits | 1r8a3023 235222—:‘3%; ES ROOT
C=CN 9A3BBOES |5040ar547
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https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CPS/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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